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Fig. 3 



Custal^Rtains smart card with 
encrypted identification certificate from 
service provider (SP) 










Customer inserts smart card into terminal 
when ready to make a purchase 
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Customer selects accounts) to debit 
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Merchant bank routing number and 
deposit account added to customer 
information and certificate; encrypted with 
digital signature 
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Signed/encrypted information sent to SP 
for authentication/authorization 
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SP de-crypts, authenticates ID 
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Fig. 4 



SP digitally signs authorization from 3rd 
party financial institution; sends to 
merchant 
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Merchant decrypts signature and 
authorization message and releases 
goods/services accordingly 
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Merchant confirms go-ahead message 
from SP 
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SP debits customer's account, credits 
merchants account via ACH channel 
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Customer inserts smart card with 
certificate into offline terminal 
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Merchant uses security access 
module to authenticate ID 
information in certificate 
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Customer selects payment 
account from smart card 
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Merchant releases goods and/or 
services to customer 



Stores transaction information in 
merchant smart card memory and 
terminal 



Merchant connects with SP on-line 
and uploads batch of transactions 



SP sends completion message, 

allowing merchant to purge 
information from SC and terminal 
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SP initiates clearing and 
settlement using up-loaded 
information 
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